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(57) Abstract: A computer-implemented method and system for completing a transaction between a customer (10) and at least one 
2 merchant (20), including the steps of: (a) initiating a transaction by the customer (10) with a merchant (20); (b) communicating an 
, authorization request, including customer data and transaction specific data, by the merchant (20) to a transaction system (26); (c) 
Q authenticating the customer (10) by the transaction system (26); (d) authorizing the transaction by the transaction system (26); (e) 
communicating the authorization response by the transaction system (26) to the merchant (20); and (f) completing the transaction 
between the metx:hant (20) and the customer (10). An apparatus for implementing the method is disclosed. 
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METHOD AND SYSTEM FOR COMPLETING A TRANSACTION 
BETWEEN A CUSTOMER AND A MERCHANT 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0001] The present invention relates generally to transaction systems, and in 
particular, to a method and system for completing a transfiction between a customer and at 
least one merchant. i 

2. Description of the Prior Art 

[0002] In order to enable convenient purchases of goods and services by 
consumers, the financial service industry has developed many alternative payment methods, 
including checks, ATM or debit cards, credit cards or charge cards. Until the birth of virtual 
commerce, as discussed below, these payment options provided adequate convenience and 
transactional security to consumers and merchants in the marketplace. Transactional security 
is defined as the security offered by a payment method to the buyer and the seller in a 
purchase transaction that the purchase event will not result in breach of personal information 
or financial loss fi-om fi-aud perpetrated upon either party involved. 

[0003] Virtual commerce and the growth of the Internet as a medium for 
commerce has put pressure on the payment options cited above on both the convenience and 
transactional security dimensions. Specifically, checks require physical presentment and 
clearing of the check prior to shipment of goods. Credit cards are more convenient for the 
consumer, but are subject to firaudulent use via theft of the account number, expiration date 
and address of the consumer. Debit cards lack a credit facility and often require a separate 
personal identification number (PIN) number to be used. The financial services industry is 
currently attempting to improve performance of existing products by introducing disposable 
account numbers and electronic checks. Today, all of the improvements offered have sought 
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to improve transactional security at the expense of the convenience during the purchase 
process. 

[0004] Each of the payment options in place today has significant 
shortcomings when applied to remote purchases. Remote purchases are defined as those 
purchases where the buyer and the seller (the merchant) are not physically proximate during 
the transaction. Specific examples of remote purchases are mail order, telephone order, 
Intemet and wireless purchases. 

[00,05] Merchants have long battled the problem of fraudulent purchases. 
Each new payment option and every new sales channel (in-store, telephone, mail, and 
Intemet) has, in turn, spawned innovation on the part of consumers willing to perpetrate fraud 
in order to obtain goods and services without paying for them. In recent years, the birth of 
the Intemet commerce industry and the continued groAVth in mail order and telephone order 
commerce has pushed the credit card to the forefront of these battles. Merchants are. forced 
to rely on credit cards because it is currently their only option in the remote purchase 
environment. Unfortimately, credit cards offer low transactional security to both merchants 
and consimiers when used for remote purchases. 

[0006] Low transactional security in remote purchases leads to significant 
costs for consumers and merchants. Consumer costs include the impairment of their credit 
record, the inconvenience of changing all of their credit card accounts and the financial costs 
of resolving the situation. Many consumers have reacted to this by avoiding remote 
purchasing, particularly on the Intemet. 

[0007] Merchant costs incurred to mitigate fraud losses include the cost of 
incremental labor, hardware and software to implement additional security checks in their 
sale/order entry software, higher transaction processing expense in the form of discount rates 
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for credit cards and NSF fees for checks and higher fraud charge-offs for undetected 
fraudulent purchases. 

[0008] Essentially these costs are forced onto the parties involve^ in the 
remote purchase transaction because other card-based options failed to incorporate adequate 
security in two ways: 

1. The account number is used as; a public credential along with 
expiration dates and very limited address information. A public credential is defined as a 
transaction-enabling form of identification that accesses financial balances or credit lines or 
credit in order to complete a purchase' of goods or services. For example, in the credit card 
arena, account numbers are the primary enablers of access to purchase. TJie fact that the 
accoimt number is the key to credit causes the user to focus on creating counterfeit numbers 
and stealing vahd numbers via a variety of methods. 

2. The current industry standard process for authorizing a purchase for a 
credit or charge card customer provides inadequate authentication to protect merchants and 
consumers from external cost to the remote purchase transaction. The process, instead, 
focuses only on whether the account in use is open and in good standing and whether there 
exists adequate credit available to fiind the purchase. Fraud detection routines in use are 
typically statistically-based pattern recognition algorithms, but are not capable of 
authenticating a customer. In fact, the current standard authorization message formats do not 
support the transmission of vital authentication information from the merchant to the issuer of 
the credit or charge card. Some products do employ a very limited verification key built on 
portions of the customer's name and address, but the keys in use are not adequate to create a 
high level of transactional security. 

[0009] Individual consumers prefer to purchase from individual merchants. 
Some consumers find acceptable payment options a barrier to purchase, for example, Internet 
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purchases where the barriers are possession of a credit card, willingness to disclose a credit 
card number, inconvenience of remembering 16 digit numbers, and so on. 

[0010] The alternate methods in which this problem has been solved, and 
their drawbacks, are as follows. Credit cards, fiat currencies and novel payment mechanisms 
have been one such solution. In these cases, a third party defers consumer relationship costs 
among multiple merchants. In operation, the consumer provides to the merchant a key 
provided by the trusted third party (credit card issuer) which signifies or uniquely identifies 
the consumer/third-party relationship. The problem is that in all cases the consumer must 
have a previously established relationship with the third party (credit card issuer). Huge costs 
of customer acquisition limit the viability of business models. Another solution has been a 
merchant specific bill. However, the incremental costs of rendering, collecting and 
administrating their own bill has a dilutive effect on merchant profitability. 

SUMMARY OF THE INVENTION 

[0011] It is an object of the present invention to provide a method and 
system that overcomes the deficiencies of prior art systems. It is another object of the present 
invention to provide a method and system that eliminates the use of the public key (e.g., a 
credit card number) and implements a private key to access purchasing power. It is another 
object of the present invention to provide a method and system that converts the current 
public key or account number to a private credential, which is shared on an authenticated 
basis between the merchant and the transaction system. It is yet another object of the present 
invention to provide a method and system that implements a new business process to robustly 
authenticate a transaction prior to considering whether the purchase will be approved. It is a 
still fiirther object of the present invention to provide a method and system that expands 
industry standard messaging formats to incorporate additional customer infomiation. It is 
another object of the present invention to provide a method and system that positively 
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authenticates a customer's request for every transaction using private credentials and 
validations, and which uses additional data, e.g., IP address, bill-to address, ship-to address, 
telephone number, personal security answers, date of birth, social security number, ^tc. It is 
yet another object of the present invention to provide a method and system allowing a 
merchant and a consumer or customer to enter into a relationship without the need for the 

customer to have a pre-existing relationship with a third-piarty credit source. It is yet another 

.1* 

object of the present invention to provide a method and system td allow the merchant to 
provide a third party with sufficient information to collect on the consumer's obligation to the 
merchant, thereby allowing the third party to achieve economic and risk mitigation efficiency 
by aggregating all of the transactions, which are attributable to a single consumer, firom 
multiple merchants onto a single bill and mailing or e-mailing the single bill to the consumer. 

[0012] The present invention is directed to a method and system for 
completing a transaction between a customer and at least one merchant, including the steps 
of: (a) initiating a transaction by the customer with the merchant; (b) conmiimicating an 
authorization request including customer data and transaction specific data by the merchant to 
a transaction system; (c) authenticating the customer by the transaction system; (d) 
authorizing the transaction by the transaction system; (e) communicating the authorization 
response by the transaction system to the merchant; and (f) completing the transaction 
between the merchant and the customer. The present invention is also directed to a system 
and apparatus for implementing the above-described method. 

[0013) The present invention, both as to its construction and its method of 
operation, together with additional objects and advantages thereof, will best be understood 
firom the following description of specific embodiments when read in connection with the 
accompanying drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
[0014] Fig. 1 is a schematic view of a transaction system according to the 

prior art; 

[001 S] Fig. 2 is a schematic view of a first embodiment of a method and 
system for completing a transaction between a customer and a merchant according to the 
present invention; 

[0016] Fig. 3 is a schematic view of a credit/authorization process flow 
according to the present invention; 

[0017] Fig, 4 is a schematic view of another embodiment of a method and 
system for completing a transaction between a new customer and a merchant according to the 
present invention; 

[0018] Fig. 5 is a schematic view of a further embodiment of a method and 
system for completing a transaction between an existing customer and a merchant according 
to the present invention; 

[0019] Fig. 6a is a flow diagram of an application and first purchasing 
authority decision process according to the present invention; 

[0020] Fig. 6b is a flow diagram of a purchasing authority limit increase 
process according to the present invention; and 

[0021] Fig. 7 is a flow diagram of an application presentation process 
according to the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

[0022] Typically, wireless purchases, such as Internet, telephone, e-mail 
and wireless device purchases, are conducted using a customer 10 credit card. This process is 
illustrated in Fig. 1 . However, in order to receive a credit card, the customer 10 must receive 
a credit card application firom a bank 12. These applications are distributed by the bank 12 
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through various channels, such as direct mail, "take-ones" and phone calls. Next, the 
customer lO.completes the application and returns it to the bank 12. The bank 12 then enters 
the application data into a bank decision engine 14, which, in turn, requests a credit report 
from a third-party credit system 16 on the customer 10. The third-party credit system 16 
returns the credit data and a score for the customer 10. The bank decision engine 14 uses the 
credit data and the application data to determine if the custbmer 10 is qualified for the credit 
card. The bank decision engine 14 then returns the crfedit decision to the bank 12. If 
approved, the bank 12 sets up an accoimt for the customer 10 on the bank billing and 
servicing platform 18. Finally, the bank billing and servicing platform 18 mails the credit 
c^ds to the customer 10. ' , 

[0023] When the customer 10 wishes to make a purchase, the customer 10 

' visits a merchant 20 to select the goods or services, enters the checkout process and inputs the 
credit card number and expiration date for payment. The merchant 20 captures the customer 
credit card account number and submits it with the transaction details as an authorization 
request to a payment processor 22. The payment processor 22 submits the .authorization 
request to the payment network 24, which then passes the authorization request to the bank 
billing and servicing platform 18. The bank billing and servicing platform 18 checks to see if 

, there is available credit in the account and returns an authorization response to the payment 
network 24. Next, the payment network 24 passes the authorization response to the payment 
processor 22, who then passes the authorization response to the merchant 20. Finally, the 
merchant 20 ships the goods or performs the services to or for the customer 10. 

[0024] Turning to the payment process, the merchant 20 sends the payment 
processor 22 a settlement/deposit request. The payment processor 22 sends the payment 
network 24 this request, and the payment network 24 sends this request to the bank billing 
and servicing platform 18. At this point, the bank 12 posts settlement to a transaction 



7 



wo 02/063432 PCT/US02/03743 

database. The bank 12 remits settlement through the payment network 24, and the settlement 
record is sent and deposit is made to the payment network 24. Next the payment network 24 
sends the settlement record and makes a deposit to the payment processor 22. Finally, the 
payment processor 22 sends the settlement record and makes the deposit to the merchant 20. 

[0025] The above-described prior art system is particularly susceptible to 
fraud, resulting from the theft of the customer account number. Further, the prior art system 
lacks adequate customer authentication and does not enforce a positive authentication of the 
customer 10 at the time of a purchase request. For example, the credit card issuer receives 
the account number, expiration date and limited numeric/address fields in order to verify the 
identity of the purchaser. As long as the numeric/address information matches, the expiration 
date is valid, credit is sufficient and the account is in good standing, the sale is approved. 
Clearly, such a process is far from secure and has resulted in a considerable amount of fraud. 

[0026] In order to overcome such deficiencies, the present invention is 
directed to a method and system for completing a transaction, namely a purchase transaction, 
between the customer 10 and a merchant 20, and preferably, many different merchants 20. 
The present invention integrates and efficiently manages the overall authorization and 
transactional process, and excludes the need for interaction with the bank 12, obtaining a 
credit card, and further eliminates, or drastically reduces, consumer fraud. The term "credit" 
is meant to include traditional credit, purchasing authority, alternative payment processes and 
other similar processes. 

[0027] In particular, the present invention is a computer-implemented 
method for completing a transaction between the customer 10 and the merchant 20 and 
includes the steps of: (a) initiating a transaction by the customer 10 with the merchant 20; (b) 
communicating an authorization request, including customer data and transaction specific 
data, by the merchant 20 to a transaction system 26; (c) authenticating the customer 10 by the 
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transaction system 26; (d) authorizing the transaction by the transaction system 26; (e) 
commxmicating the authorization response by the transaction system 26 to the merchant 20; 
and (f) completing the transaction between the merchant 20 and the customer 10. This 
process occurs each time the customer 10 interacts with the same merchant 20, or other 
merchants 20 that are approved by the transaction system 26. As will be described in detail 
hereinafter, it is this transaction system 26 that provides both the merchant 20 and the 
customer 10 with a secured transaction and obviates the need for the customer 10 acquisition 
of a credit card from a bank 12. The above-described computer-implemented method may be 
implemented on a computer, personal digital assistant, telephone, cell phone or other 
irttelligent device. , 

[0028] The merchant 20, who is affiliated with or approved by the 
transaction system 26, presents the customer 10 with the opportunity to initiate the 
transaction. For example, the merchant 20 may have a web site on the Internet, through 
which the customer 10 desires to purchase goods or services. Further, the merchant 20 web 
site may be a secured merchant system, such as a system that requires a logrin sequence. 
When using this secured merchant system, the transaction becomes more secure, in that an 
authorized user, or a user who wishes to perpetrate fraud, must first acquire the user name 
, and password of the customer 10 in order to first enter the merchant 20 secured merchant 
system. 

[0029] In a first embodiment, as illustrated in Fig. 2, the customer 10 
initiates the transaction with the merchant 20. Next, the merchant 20 communicates an 
authorization request to the transaction system 26. For a first time customer 10, the merchant 
20 must collect and transmit an expanded data set or complete customer profile to the 
transaction system 26. For example, the merchant 20 may collect and transmit the 
information or data fields listed in Table 1 (as defined in Table 2) to the transaction system 
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26. This one-time apphcation process is required in order to establish a customer account on 
the transaction system 26. 



TABLE 1 



Data Element 


Type 


Length 


Format 


Source 


Presence 


Merchant ID 


Numeric 


10 


NflO) 


Merchant 


Reauired 


Account No 


Numeric 


16 




Merchant 


Optional 


Transaction TD 


Numeric 


12 


Nfl2) 


Merchant 


Required 


Transaction Date 


Numeric 

1 ^ VM.X1W1 IV 


8 


ccwmmdd 


Merchant 


Reauired 

V| %XXX V 


Transaotion Time 


Numeric 


6 


hhmmss 


Merchant 

XV WXXUJ.X^ 


Required 


Transaction Amount 


Numeric 


7 


NC5 2) 


Merchant 


Reouired 

XX WVf i>**x 


Currencv Tvoe 


Alpha. 


3 




Merchant 


Required 


r\i';toTner First Name 


Alpha. 


16 


AO 6) 


Merchant 

XTXWX vXX1p44X^ 


Required 


Customer IVT T 


Alpha. 


1 


A(l) 


Merchant 


Optional 


Customer T ast Name 


Alpha. 


20 


A(20) 


Merchant 

XTX VA V/AA«AXX^ 


Reauired 


Ri 11 -tn Street Number 


Numeric 


7 




Merchant 


Reauired 

XXv^ %X&4 


Rill -to Strpet Name 


A/N 


20 


A/N(\6) 


Merchant 


Reauired 

XX\^%p| ***x w%x 


Rtll-tr* Anflrtmpnt No 


A/N 


3 


A/Nf3) 


Merchant 


Ontional 

|h/ VXX^XXIXA 


"Ri ll.tr* Pitv 


Alpha. 


16 


A(\6) 


Merchant 


Reauired 

X v| v»xx 


Rill-to 7TP Code 


Numeric 


9 




Merchant 

XT X vX vXXviXXI* 


Required 


Rill-tn 9tatp 


Alpha. 


2 


A(2) 


Merchant 

XtX WX vXXMX 1 1^ 


Reauired 




Alnha 


16 




Merchant 


Ontional 


^hin-to M T 


Alpha. 


1 


Afn 


Merchant 


Optional 


^Viin-trt T net Namf* 


Alnha 


20 


A(20) 


Merchant 

x*«xwx v^xxixixv 


Optional 


^hin-tn ^trppt Niimbpr 


Numeric 


7 


' ; 


Merchant 

X tX WX v.tX%fU X w 


Required 


^hin-to Strppt Name 


A/N 


20 


A/Nfl6) 


Merchant 


Required 


Shin-to Anartmpnt No 


A/N 


3 


A/NfS) 


Merchant 


Optional 


^hin-to Citv 


Alpha. 


16 


AQ6) 


Merchant 


Required 


9hin-to 7TP Code 


Numeric 


9 




Merchant 


Required 


Shin -to State 


Alpha. 


2 


Af2) 


Merchant 


Required 


CnQtompr T-Tomp PVione 


Numeric 


10 


NflO) 


Merchant 


Required 


Customer F-mail Address 


A/N 


24 


A/N(16) 


Merchant 


Required 


Customer DOB 


Numeric 


8 


ccyynundd 


Merchant 


Required 


Customer SSN 


Numeric 


9 


Nf9) 


Merchant 


Optional 


Customer Annual Income 


Numeric 


9 


Nf9) 


Merchant 


Optional 


Customer TP Address 


Numeric 


20 


Nf20) 


Merchant 


Required 


^Aprc^hant Promntional Code 


Numeric 


6 


W6) 


Merchant 


Required 


T&C Version 


Numeric 


2 


N(2) 


Merchant 


Optional 


Merchant Fraud Index 


Niuneric 


3 


Nf3) 


Merchant 


Optional 


Customer Registration Date 


Numeric 


8 


ccwmmdd 


Merchant 


Required 


Customer Type FlaR 


Alpha. 


2 


Af2) 


Merchant 


Required 


Item Category 


Alpha. 


4 


Nf4) 


Merchant 


Required 


Customer Checking Acct 


Alpha. 


1 


A(l) 


Merchant 


Optional 


Customer Savings Acct 


Alpha. 


1 


A(l) 


Merchant 


Optional 


Customer Employer 


Alpha. 


20 


Af20) 


Merchant 


Optional 


Customer Work Telephone 


Numeric 


10 


NflO) 


Merchant 


Optional 


Customer Residential Status 


Alpha. 


1 


A{1) 


Merchant 


Optional 


Cust. Years at Residence 


Numeric 


2 


Nf2) 


Merchant 


Optional 


Cust. Years at Employer 


Numeric 


2 


Nf2) 


Merchant 


Optional 
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TABLE 2 

(Merchant Authentication Request Transaction) 



Merchant ID 
Transaction ID 

Account Number 



Date Stamp 
Time Stamp 



Transaction 
Amount 

Currency Type 

Customer First 
Name 

Customer Middle 
Initial 

Customer Last 
Name 

Bill-to Street 
Number 



A unique numeric identifier assigned by transaction system to each 
member merchant. 

A unique sequential number assigned by the merchant to each 
transaction sent in order to track and m^tch-off corresponding 
responses. 

The unique 16-digit number assigned to these customers. For new 
customers this number is determined by transaction system and passed 
to the merchant in the authentication response (Auth-E response). For 
subsequent transactions, this number is supplied to transaction system 
by the merchant in the Authentication Request Transactidn (Auth-E 
request). 

Transaction date in ccyymmdd. 

The time of the transaction (GMT) in hhnunss format in military 
format. ' . 

The total amount inclusive of shipping and tax for the sal^. 



The currency type for this sale in standard country format. 
The given name for the customer. 

The first letter of the customer's middle name. 

The family name for the customer. 

The street number of the customer's bill-to address. 



Bill-to Street Name The street name of the customer's bill-to address. 

Bill-to Apartment The customer's bill-to apartment nmnber, if applicable. 
Number 



Bill-to City 



The bill-to city of the customer. 
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Bill-to State 

Bill-to ZIP code 

Ship-to Street 
Number 

Ship-to Street 
Name 

Ship-to Apartment 
Number 

Ship-to City 

Ship-to State 

Ship-to ZIP Code 

Shipping Cost 

Customer Home 
Phone 

Customer E-mail 
Address 

Customer DOB 

Customer SSN 



Customer Annual 
Income 

T&C Version 



Merchant Promo. 
Code 



Merchant Fraud 
Index 



The bill-to state of the customer. 

The bill-to ZIP code for the customer. 

The street number of the customer's Ship-to address! 

The street name of the customer's Ship-to address. 

The customer's Ship-to apartment number, if applicable. 

The Ship-to city of the customer. 
The Ship-to state of the customer. 
The Ship-to ZIP code for the customer. 

The total shipping cost billed to the customer for this transaction. 
The home telephone number for the customer. 

The primary E-mail address for the customer. 

The customer's date of birth in ccyymmdd format. 

Used only for thick underwriting format; the customer's social security 
number. 

Used only for thick underwriting format; the gross annual household 
income for the customer, if applicable. 

A unique identifier for the terms and conditions served to the customer 
for this transaction. 

The promotional code identifier for this transaction, if applicable. This 
code is given to the merchant to support payment of co-marketing 
obligations (fi-ee shipping for example). 

A fi:aud index provided by the merchant. The merchant defines the 
format and values for this data element. 



Customer IP 
Address 



The customer's IP address left-padded with spaces. 
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Customer 

Registration 

Date 



The date that the merchant registered the customer. 



Customer Type 
Flag 



Item Category 



Customer 
Checking 
Account 

Customer 
Savings Account 



A flag that identifies the customer as new or existing with the , 
merchant. The definition of existing is - a customer who has 
completed at least one prior purchase with the merchant with no 
subsequent financial loss for the transaction 

A numeric identifier for the category of item being purchased from the 
merchant. For multiple item purchases, the value is determined by the 
highest priced item in the shopping cart. The category* codes are 
provided by transaction system. 

Optional, reserved for future use, a yes/no flag indicating whether the 
custoiner has a checking account. Not used at the current time. 



Optional, reserved for future use, a yes/no flag indicating Whether' the 
customer has a savings account. Not used at the current time. 



' Customer Employer Optional, reserved for future use, the customer's current employer. 



Customer Work 
Telephone 

Customer Res. 
Status 

Customer Years 
at Residence 



Customer Years 
at Employer 



Optional, reserved for future use, the customer's work telephone. 



Optional, reserved for future use, the customer's residentii^l status. 
(O-own, R-rent, L-live with parents, A-all other). 



Optional, reserved for future use, the years at the current address for 
this customer. 

Optional, reserved for future use, the years at the current employer for 
this customer. 



[0030] It is envisioned that the authorization request, along with the 
expanded data set, is sent to a payment processor subsystem 28, which is responsible for 
collecting, formatting and transmitting the appropriate information to a central 
control/authorization subsystem 30. Both the payment processor subsystem 28 and the 
central control/authorization subsystem 30 are part of the transaction system 26. Next, the 
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central control/authorization subsystem 30 transmits this customer profile, in the form of an 
application, to the credit authorization subsystem 32, which is also part of the transaction 
system 26. It is also envisioned that the central control/authorization subsystem 30 is 
managed and/or operated by a third party. 

[0031] The credit authorization subsystem 32 is configured to make 
decisions regarding the credit-worthiness of the customer 10 (or applicant), and also 
establishes a maximum credit quantity. After the credit authorization subsystem 32 has 
reached a decision, an authorization response for the customer 10, as well as the transaction 
requested, is communicated to the central control/authorization subsystem 30. It is also 
envisioned that the credit authorization subsystem 32 can transmit the customer data to a 
third-party credit system 34. This third-party credit system 34 performs a credit check of the 
customer 10 and conmiunicates an authorization response back to the credit authorization 
subsystem 32 of the transaction system 26. While the credit authorization subsystem 32 is 
configured to be able to determine the credit-worthiness of the customer 10 without any 
outside consuhation, for a new and unapproved customer, it is often desirable to seek the 
recommendation of the outside third-party credit system 34. Further, the third-party credit 
system 34 may consult with and receive information fi:om a credit bureau or other third-party 
credit and customer databases. The authorization response Gx^m the third-party credit system 
34 may include a customer credit score, and the credit authorization subsystem 32 may 
establish a maximum credit amount based upon this customer credit score. 

[0032] If approved, a customer account is established on the transaction 
system 26. Also, the transaction system 26 creates a customer-specific authorization key, 
which may be based or at least partially derived firom the customer data submitted by the 
merchant 20. Also, the authorization key may be identical to the customer account number. 
In addition, this authorization key is made up of digits, letters, and/or symbolic characters. 
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While it is envisioned that this authorization key is customer specific and is able to be used 
among multiple merchants 20, it is also possible that the customer 10 is assigned multiple 
authorization keys (typically, the customer account number remains the same). ThQ reason 
for using multiple authorization keys is the ability to have a customer-specific authorization 
key for different merchants 20. This would allow the transaction system 26 to allow 

merchant-specific fimctionality as to the same customer 1,0, In order to provide even more 

.I't 

security, the authorization key may be encrypted prior to any commuiiication to the nierchant 
20. 

(0033 J The customer Account is established by and tracked on an accounting 
subsystem 36, which is also part of the overall transaction system 26. While. this accounting 
, subsystem 36 may be part of the transaction system 26, it is also envisioned that a third-party 
* accounting system 38 be utilized. Using a third-party accounting system 38 allows the 

transaction system 26 to avoid creating its own accounting subsystem 36 and associated 

I . ' ■ 

infi^astructure. Either the accounting subsystem 36 or the third-party accounting system 38 

t 

establishes a customer accounting database in order to track the customer 10 transactions and 
update the customer account on the customer accounting database. 

[0034] After the customer account has been established, activated and 
approved, the central control/authorization subsystem 30 transmits the authorization response 
either directly to the merchant 20 or through the payment processor subsystem 28 to the 
merchant 20. The authorization key is also sent to the merchant 20, thus allowing the repeat 
customer 10 to initiate a second or subsequent transaction with the merchant 20, who 
transmits the authorization key to the transaction system 26. This then avoids the need for 
the merchant 20 to transmit the lengthy data set, and instead, to merely transmit the 
authorization key and the transaction specific data to the transaction system 26. 
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[0035] Assuming that the transaction for the customer 10 has been 
approved, the merchant completes the transaction by transmitting an acknowledgement to the 
customer 10 or shipping the goods to the customer 10. If the customer 10 has ordered a 
service, as opposed to a good, the merchant 20 may then confirm service dates, costs and 
other pertinent information. The authorization response may include the information or data 
fields listed in Table 3 (as defined in Table 4). 

TABLE 3 



Data Element 


Type 


Length 


Format 


Source 


Presencf 


Merchant ID 


Numeric 


10 


N(10) 


Merchant 


Requirec 


Transaction ID 


Numeric 


12 


N(12) 


Merchant 


Requirec 


Transaction Date 


Numeric 


8 


ccyymmdd 


Merchant 


Requirec 


Transaction Time 


Numeric 


6 


hhmmss 


Merchant 


Requirec 


Transaction Amount 


Numeric 


7 


N(5.2) 


Merchant 


Requirec 


Authentication Response Code 


Numeric 


3 


N(3) 


Transaction System 


Requirec 


Customer Account Number 


Numeric 


16 


N(16) 


Transaction System 


Requirec 


Authentication Control Code 


Numeric 


6 


N(6) 


Transaction System 


Requirec 


Authentication Message 1 


Alpha. 


20 


A(20) 


Transaction System 


Requirec 


Authentication Message 2 


Alpha. 


20 


A(20) 


Transaction System 


Optional 


Authentication Message 3 


Alpha. 


20 


A(20) 


Transaction System 


Optional 



Merchant ID 

Transaction ID 

Date Stamp 
Time Stamp 



Transaction 
Amount 

Authentication 
Response Code 

Customer Account 
Number 



TABLE 4 

A unique numeric identifier assigned to each merchant. This identifier 
allows for control of all merchant-specific processing. 

A unique number assigned by the merchant to each transaction sent in 
order to track and match-off corresponding responses. 

Transaction date in ccyymmdd. 

The time of the transaction (GMT) in hhmmss format in military 
format. 

The total amount inclusive of shipping and tax for the sale. 
A-approve, D-decHne, T-Thick Underwriting required. 



The 16-digit account number assigned to this customer. This is to be 
retained by the merchant and used for subsequent transactions. 
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Authentication Optionail, user format fields that can be xised by transaction system 
Message 1-3 and the merchant to coordinate special processing for customers. 

Authentication 

Control Code A numeric code provided by transaction system for all approvals. This 

code can be retained and passed through to transaction system in the 
settlement record(s) associated with this authorization, no other 
authorization is necessary. 
[0036] The merchant 20 may present the present invention as a payment 

option to the customer 10 using basic presentation rules. For example, the customer 10 may 

be presented with a maximum purchase amount eligible, or other such information. Also, it 

may be preferable for new applicant?, who are not verified or known by the merchant 20, to 

match the ship-to address with the bill-to address. The merchant 20 also maintains an 

accurate list of pre-approved customers 10, if such a pre-approved program is in place with 

.the merchant 20. 

[0037] As with the other systems that make up the transaction system 26, 
the payment processor subsystem 28 may also be substituted with a third-party payment 
processor system 40. The benefit of using a third-party payment processor system 40 is its 
existing infirastructure and its ability to be a merchant aggregator. In addition, the third-party 
payment processor system 40 may take care of the formatting of authorization requests, 
formatting of customer data, and even may act as a marketer of the transaction system 26. 
Also, such a design would allow the third-party payment processor system 40 to carry all the 
merchant credit risk, while the present invention would carry the consumer credit risk. 

[0038] As discussed above, the accounting subsystem 36 of the transaction 
system 26 may also be replaced by the third-party accounting system 38. In this role, the 
third-party accoiinting system 38 would be responsible for the creation and maintenance of 
the customer accoimts; customer service and collections on-line systems; statement 
rendering; initiates settlement; remittance processing for customer payments on accounts; 
application of appropriate pricing per terms and conditions; credit bureau reporting for all 
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existing customers; and real-time account balance and status rendering for authorization 
processing. While the accounting subsystem 36 may be internal to the transaction system 26, 
the use of a third-party accounting system 38 is preferable for managing customer account 
information and for customer account maintenance. 

[0039] Similarly, while the credit authorization subsystem 32 may be 
provided with a fiill range of credit functionality and decision making capabilities, the use of 
the third-party credit system 34 provides additional functionality, such as credit bureau 
agency or other credit database selection; credit report retrieval; credit report summarization; 
credit criteria application; verification queue assignment; decision review queue assignment; 
and decline letter rendition. Further, the third-party credit system 34 may manage the 
application of pre-approval criteria to potential customers 10 for any pre-approved programs 
implemented. 

[0040] Fig. 3 illustrates the credit/authorization process flow for both new 
and existing customers. This embodiment uses a third-party payment processor system 40, a 
third-party accounting system 38 and a third-party credit system 34. As seen in this Fig. 3, 
when a customer 1 0 initiates a transaction with the merchant 20, the merchant 20 transmits an 
authorization request to the third-party payment processor 40. As described above, with a 
new customer, the customer data transmitted to the third-party payment processor system 40 
would be the authorization key, which is now a privately-held credential between the 
merchant 20 and the transaction system 26. The third-party processor system 40 sends the 
customer data, authorization key (if available) and the transaction specific data to the 
transaction system 26. If it is a new customer, the transaction system 26 interacts with the 
third-party credit system 34 via the credit authorization subsystem 32, and authorizes, 
approves and establishes a new customer account. A customer-specific file history database 
is maintained on either the accounting subsystem 36 or the third-party accounting system 38, 
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and, for each subsequent transaction, a customer history is built for each customer account on 
this database. 

[0041] When a repeat customer attempts to initiate a subsequent transaction, 
the transaction system 26 analyzes the customer history in the customer-specific file history 
database and, may also send a status request to the third-party accounting system (if used) in 
order to allow this third-party accounting system 38 to conduct this analysis. The third-party 
accounting system 38 then returns a status response to the transaction system 26, either 
approving or disapproving the subsequent transaction. If the analyzed customer history 
indicates that the customer 10 nieets 'the set criteria for rejection of the transaction, the 
transaction system 26 conmiunicates a declination or rejection to the customer 10, preferably 
. via the payment processing subsystem 28 and the merchant 20. 

[0042] However, if approved, the transaction system 26 transmits its 
authorization response to the third-party processor system 40, who in turn, transmits this 
authorization to the merchant 20. Finally, the merchant 20 completes the transaction with the 
customer 10, as described above. It is envisioned that, in some instances, the itierchant 20 
will not transmit the customer-specific authorization key to the transaction system 26, but 
instead, will send a limited customer data set. This limited customer data set contains enough 
customer data to allow the transaction system 26 to analyze the customer data and match the 
pre-established customer-specific authorization key with the customer 10. This also may 
occur when only one authorization key is used for the customer 10. For example, if the same 
customer 1,0 attempts to initiate a transaction at a different merchant 20, that different 
merchant may or may not have access to the authorization key of that customer 10. 
Therefore, the merchant 20 would send either the limited or full and expanded customer data 
set to the transaction system 26, and the transaction system 26 would then match the 
customer 10 with the customer-specific transaction key. This allows the transaction system 
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26 to determine whether a new customer account should be established, or whether the 
customer 10 is a pre-existing customer 10 and akeady has an account on the transaction 
system 26. 

[0043] In order to allow the customer 10 to service his or her account, the 
transaction system 26 may generate a customer-specific user identification and password for 
the customer accoimt on the transaction system 26. When the account is established, the 
transaction system 26 sends this user identification and password directly to the customer 10. 
In order to allow a customer 10 to maintain his or her account, the transaction system 26 may 
also include a user interface, which is accessible by the user having the valid user 
identification and password. In operation, the customer 10 accesses the user interface on the 
transaction system 26 using the user identification and password, and the transaction system 
26 then presents to the customer 10 certain accoimt maintenance options. For example, the 
account maintenance options may include allowing the customer 10 to view his or her 
account status, view a transactional history of the accoimt, settle a transaction on the account, 
complete a registration process, initiate chargeback transactions and view account history. 
When using a third-party accounting system 38, the transaction system 26 retrieves this 
customer account data fi-om the third-party accounting system 38. 

[0044] Whether the customer account is created on the transaction system 
26, namely the accounting subsystem 36 or the third-party accounting system 38, the 
customer accounting database or the customer-specific file history database track the 
transactions of the customer 10. These databases may be discrete, linked or combined as one 
overall customer database. In addition, the transaction system 26 is configured to post new 
customer accounts, post monetary transactions, post non-monetary transactions and generate 
customer-specific statements. However, as discussed above, when a third-party accounting 
system 38 is utilized, the transaction system 26 must communicate the customer data, the 
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transaction specific data and, preferably, the authorization key, to the third-party accoxinting 
system 38, ^yhere the third-party accounting system 38 performs these functions. 

[0045] Since the authorization key is the private credential betw^een the 
merchant 20 and the transaction system 26, it is preferably not transmitted to the customer 10. 
However, it may be transmitted to the merchant 20, the third-party payment processor system 
40, the third-party credit system 34 and/or the third-party' accounting system 38. However, 
since all of these systems are secure, the ultimate goal of firaud reduction is achieved. 

10046] While the credit authorization process is typically used for new 
customers that are not pre-approved,' it is also envisioned that the credit authorization 
subsystem 32, with or without the third-party credit system 34, could be used .periodically for 
repeat customers 10. For example, in some instances, it may be useful to perform a credit 
evaluation of a customer 10 on an annual basis or when the customer 10 desires increased 
credit. This periodic credit checking is invisible to the customer 10, and therefore, poses no 
negative inferences to the customer 10. 

[0047] One of the benefits of the present invention is the ability for the 
central control/authorization subsystem 30, the accounting subsystem 36 and/or the third- 
party accounting system 38 to aggregate multiple transactions with multiple merchants 20 in 
a single statement. The statement may then be transmitted to the customer 10 on a periodic 
basis for payment. In addition, in using a user interface by the customers 10, reconciliation, 
maintenance and presentation may occur on the transaction system 26. Like a credit card, the 
transaction system 26 allows credit purchases, account maintenance and merchant 
aggregation at a reduced risk of fi'aud. 

[0048] In order to fiiUy or partially settle a customer account or a 
transaction of the customer account, a settlement/deposit request is sent by the merchant 20 to 
the payment processor 28 or third-party payment processor system 40, and this request is then 
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sent to the transaction system 26. The account is settled on the transaction system 26, 
particularly the accounting subsystem 36, and a settlement record is transmitted by the 
transaction system 26 to the payment processor subsystem 28 or the third-party payment 
processor system 40. As before, if a thu-d-party accounting system 38 is utilized, the 
settlement/deposit request must be sent to this system as well. The settlement amount is 
deposited with the payment processor subsystem 28 or the third-party payment processor 
system 40, and, finally, the settlement record is transmitted to the merchant 20. When the 
transaction system 26 includes the payment processor subsystem 28 and the accounting 
subsystem 36, the settlement may be posted directly between the merchant 20 and the 
transaction system 26. 

[0049] A merchant 20 must be approved by the transaction system 26 prior 
to the extension of credit to any of the merchant's customers 10. Therefore, a merchant 
profile may also be communicated firom the merchant 20 to the transaction system 26. This 
merchant profile is used by the transaction system 26 to verify the format of the authorization 
transaction; retrieve the list of required application data elements; verify that the proper terms 
and conditions were presented to the customer 10; validate any promotional offers made by 
the merchant 20; and retrieve internal processing parameters used to correctly route the 
transaction through the transaction system 26. If however, a transaction is completed 
between a customer 10 and a merchant 20 without authorization from the transaction system 
26 within a predetermined period of time, this transaction is deemed "out of compliance." 
For such "out of compHance" transactions, a chargeback adjustment process is used to initiate 
a chargeback. Such authorizations may be collected on an authorization or other database on 
the transaction system 26. If such a database is utilized, the transaction specific data for each 
transaction is entered onto the database. As discussed above, this authorization database may 
be discrete, linked, or combined with the other databases on the transaction system 26. 
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[0050] Another benefit of the present invention is its optional notification 
process. In order to decrease fi-aud, each subsequent transaction (or other variable frequency) 
initiated by the customer 10 may initiate a notification firom the transaction system ^6 to the 
customer 10. If an unauthorized consumer is somehow able to initiate a transaction on the 
transaction system 26, the rightful customer 10 will quickly know that there has been activity 

on his or her account. If this occurs, the customer 10 maly then take the necessary steps to 

III 

correct the unauthorized transaction. This notice function could be 'optionally triggered on 
every account transaction, transactions over a specific monetary amount, or other similar 
criteria. ' 

[0051] Fig. 4 illustrates another embodiment of the present .invention when 
a transaction is initiated between a new customer 10 and a merchant 20. First, the customer 
10 enters the checkout process at the merchant 20 and requests the present invention as the 
preferred method of billing. The merchant 20 may offer the present invention to all 
customers 10, to their existing best customers 10, to customers 10 who have been pre- 
qualified for its use, or may use some other targeting approach agreed upon with the 
transaction system 26, In addition, the merchant 20 may present promotional banners or can 
offer the present invention with other payment options. 

[0052] Next, the merchant 20 transmits an authorization request message to 
a third-party payment processor system 40. This message includes the customer 
identification, credit qualification information, and transaction validation information. The 
third-party payment process system 40 will validate the message and format it into standard 
authorized format and forward the transaction information to the transaction system 26. The 
authorization process will validate the transactional data against the required format and 
content. Further, the transaction system 26 will check the customer's identification 
information, such as mailing address, shipping address, and computer IP address against a 
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negative database file to determine if there is any derogatory history. If the consumer or 
customer IQ is declined due to negative file checks, the transaction system 26 will send an 
automated message to the credit authorization subsystem 32 or third-party credit system 34 in 
order to generate a decline letter to the customer 10. The transaction system then creates a 
match key or authorization key based upon the customer identification and verifies that the 
new customer 10 is not an existing customer 10. This situation may occur if the customer 10 
uses a different merchant 20. ' ' 

[0053] Next, the transaction system 26, using the creidit authorization 
subsystem 32, will send the third-p^rty credit system 34 a request for approval. For 

externally pre-approved customers 10, the transaction system 26 will use a local database to 

... f 

match the customer's pre-approval number against existing credit information. As discussed 
' above, the transaction system 26 has the logic to complete the credit decision internally. 
However, it is envisioned that all pre-approval credit decline letters could be generated by the 
third-party credit system. Next, the credit authorization subsystem 32 will check a "hash" 
table to see if the customer 10 had akeady been recently decisioned. If the custorher 10 has 
not been recently decisioned, the decision engine will request a credit report firom the third- 
party credit system 34 or an outside credit bureau. The credit authorization subsystem 32 will 
apply credit scoring criteria and will yield a decision. 

[0054] When a credit decision is reached and sent back to the transaction 
system 26 or to the central control/authorization subsystem 30 of the transaction system 26, 
the transaction system 26 will generate a customer account number. For approved customers 
10, the transaction system 26 will also generate a self-service site initial user identification 
and password, which is then e-mailed to the customer 10. The customer 10 will be able to 
click on a link in the e-mail to log in to the self-service site and complete the registration 
process. 
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[0055] For approved customers, the transaction system 26 builds the 
customer profile in the local operational data store. An authorization approval code is 
generated, namely the authorization key, and the purchase transaction is recorded in an 
authorization or other database such as a customer account or customer-specific file history 
database. Next, a message is sent to the third-party accounting system 38 to build the new 
accoimt. The new account record typically includes the name, addretss, credit score, 
promotional code, source merchant code, credit segment, and terms and conditions version. 
An entry is then posted on the new account describing the authorized transaction, including 
the merchant, amount, date, etc. Next, the authorization response message is sent back to the 
third-party payment processor system 40 and on to the merchant 20. The merchant 20 
updates the customer profile with the customer account number or authorization key. 

[0056] The merchant 20 sends the sales transaction to the third-party 
payment processor system 40 when the order is fiilfilled. The third-party payment processor 
system 40 reforaiats the transaction into a standard format and sends the transaction to the 
third-party accounting system 38. Next, the third-party accounting system 38 edits and 
validates the file into dollar totals, which are communicated back to the third-payment 
processor system 40 for verification. 

[0057] The third-party accounting system 38 performs a nightly batch (or 
possibly real-time) process update cycle that posts new accounts, monetary transactions, non- 
monetary transactions and also produces statements. In addition, this third-party accounting 
system 38 transmits a daily ACH transaction (or wire transfer) via the Federal Reserve 
network to the third-party payment processing system 40. Separate ACH deposits are made 
for sales, discounts and adjustments. The third-party payment processor system 40 will 
calculate the discount and make payment to the merchants 20 for their net sales. The third- 
party accounting system 38 transmits the daily settlement reports to the third-party payment 
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processor system 40, who uses the reports to reconcile the ACH deposits. Finally, the third- 
party accounting system 38 transmits the daily posted monetary detail files to the transaction 
system 26. 

[0058] The transaction system 26 performs daily settlement match 
processes. The settlement match process matches the settlement transactions to the 
databases, and if a sale has been posted without a corresponding authorization with allowable 
time frames, the item is flagged as "out of compliance." iThe authori'zation or corresponding 
database on the transaction system 26 is processed to "age off* authorization records and to 
query the status of "out of compliance" items. If an "out of compliance'* item was posted to 
an account that has gone into a derogatory status, a chargeback adjustment, for that item is 
generated. The chargeback adjustments are sent to the third-party accounting system 38 for 
posting. 

[0059] Tiuning to Fig. 5, yet another embodiment is illustrated for use in 
the present invention with an existing customer. As seen in Fig. 5, the customer 10 enters the 

checkout process with the merchant 20 and requests the present invention -as the billing 

.1' 

option. The merchant 20 transmits the authorization request message to the third-party 
payment processor system 40, and this message includes the authorization key, and 
transaction specific data, and possibly credit qualification information and other customer 
information. The transaction system 26 receives the authorization request and authenticates 
the merchant's required formatting content. 

[0060] The authorization process will validate the transaction-required 
format and content. It will check the customer's identification information, such as the IP 
address, mailing address, date of birth, name, shipping address, authorization key, etc., 
against a negative database file to determine if there is any derogatory history. Next, the 
authorization key is used to retrieve the customer's profile. The transaction system 26 then 
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sends either a batch or real-time request to the third-party accounting system 38 for the 
account balance and status. If the third-party accounting system 38 is unavailable, the 
transaction system 26 will use the previously retrieved balance and status information to 
complete the authorization decision. This authorization process uses the customer profile, the 
customer balance and status and the transaction specific details to detennine whether to 
approve the transaction. If the transaction is approved, an authorization response number is 
generated, and the transaction details are posted to the authorization or other database. 
Further, if the transaction is approved, an advice of authorization is placed on the third-party 
accounting system 38 and if the transaction is declined, a declination detail forewarning is 
placed on the third-party accounting system 38. The authorization is sent back to the third- 
party payment processor system 40, and on to the merchant 20. If approved, the merchant 20 
sends the sales transaction to the third-party payment processor system 40 when the order is 
fulfilled and third-party payment processor system 40 reformats the transaction and sends it 
to the third-party accounting system 38, who edits and validates the file and communicates 
the dollar total back to the third-party payment processing system 40 for verification. As 
discussed with the previous embodiment, the third-party accounting system 38 performs daily 
operations and communicates with both the third-party payment processor system 40 as well 
as the transaction system 26. The process flow continues as described with the above 
embodiment. 

[0061] Figs. 6a and 6b illustrate a first credit decision process and the credit 
limit increase process. For the first credit decision process, the transaction dollar amount 
must first be analyzed. If the purchase amoimt is between $1 and $100, the transaction 
system 26 determines the customer 10 country of origin. In this embodiment, if the customer 
10 is firom Canada, an identification, phone, address, and fraud check is performed prior to 
approval. If the customer 10 originates in the United States, an address match, and credit 
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decision occur. For a first purchase of between $101 and $499, a more advanced credit 
decision and checking process is utilized as performed by the credit authorization subsystem 
32 and/or the third-party credit system 34. Finally, for purchases of over $500, a fvll credit 
decision is reached using the credit authorization subsystem 32, the third-party credit system 
34 and/or an outside credit bureau. 

[0062] As seen in Fig. 6b, when a subsequent purchase by the customer 10 
is oyer the previous limit, an over-limit process is initiated, which evaluates the time the 
account was opened, the number of months of activity, the payment history of the customer 
10, the amount of the purchase, and the percent over the limit. This subsequent purchase is 
then approved or may require a new credit decision. If the new outstanding balance is 
between $1 and $100 and the account status is good, the subsequent purchase is approved. If 
the new outstanding balance is between $101 and $499, depending upon the country of 
origin, a credit authorization process is again undertaken prior to approval. Finally, if the 

new outstanding balance is greater than $500, and the previous credit decision is greater than 

.1 

six months, additional customer information, account status, payment histoty and other 
information is obtained, together with a new credit decision using an outside credit bureau. 
The decision to approve such a purchase is based on the credit score and account history. 

[0063] As seen in Table 5, various reasons exist for either approving or 
declining a customer 10 in the credit authorization process. Basically, these decisions are 
made based on the degree of fraud or credit-worthiness risk presented. A low risk customer 
10 results when the application information matches the credit bureau, and the returned credit 
score indicates a low level risk, and further, the transaction amount is moderate to low. A 
moderate risk is obtained when some application information may not match the credit 
bureau, and the credit score indicates moderate fraud risk or the transaction amount is 
moderate to high. Finally, a high risk is obtained with a high degree of mismatch, and a 



28 



wo 02/063432 PCT/US02/03743 

credit score which indicates a high fraud risk or a high transaction amount. Obviously, a 
higher fraud risk results in more conservative credit lines and a higher degree of verification 
in post-approval. 
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Tables 



Condition 


Auth-e 
response 


Transaction 
System 
condition 


Auth-E 
Response 
Code 


Description 


Declined 


Decline 


Decline 


100 


General Decline / Credit Bureau 
Decline 


Declined • insufficient open to buy 


Decline 


Decline 


110 


The sale amount causes the 
customer's balance to exceed the 
customer's purchasing power. 


Declined - Under 18 Years Old 


Decline 


Decline 


1 

101 


The birth date submitted on the 
Authorization request indicates the 
customer is less than 18 years of age. 


Declined - Bill-to Country not 


Decline 


Decline 


102 


Initially for Transaction System the 
bill to address country must be US or 
a US territory. 


Declined - Bill-to not equal Ship- 
to 


Decline 


' Decline 


103 


On physical shipments, for the first 
purchase the Ship-to address must 
equal the Bill-to address. 


Declined - Foreign Currency 


Decline 


Decline 


104 


Initially Transaction System wiU|Only 
access authorizations and settlements 
in US dollars. 


Declined - Invalid E-mail Address 


. Decline 


Decline 


105 


The email address failed standard 
validation rules. 


Declined - Negative File 


Decline 


Decline 


106 


The Authorization was declined. 
Transaction System credit operations 
needs to i)rovide any further 
information. 


PA ITA Number Inactive 


Decline 


Decline 


107 


The Authorization was declined 
because the preapprpval number is no 
longer valid. 


Declined - Blocked Account 


Decline 


Decline 


108 


The Authorization was iieclined due 
to the billing system account status. 


Declined - Purchase amount 
exceeds max 


Decline 


Decline 


109 


The Authorization was declined 
because the amount exceeds the 
maxinium charge for the merchant. 


Declined - Possible compromise 


Decline 


Decline 


201 


The Authorization was declined 
because the customer reported a 
possible compromise and blocked the 
account. 


Error ,- Required Data Elements 
Missing 


Decline 


Error 


202 


The Authorization was declined 
because the required fields for the 
merchant, customer type, and 
shipping type were not provided on 
the Authorization request. 


Error - Format Error 


Decline 


Error 


203 


The Authorization was declined 
because the Authorization request 
message was incorrectly formatted. 


Error - Invalid T&C Version 


Decline 


Error 


204 


The Authorization was declined 
because the T&C Version was not 
valid for the merchant. 
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Condition 


Auth-e 
response 


Transaction 
System 
condition 


Auth-£ 
Response 
Code 


Description 


Error * Invalid Merchant ID 


Decline 


Error 


205 


The Authorization was declined 
because the merchant identification 
number was not a valid Transaction 
System merchant. 


Error - Account number not on file 


Decline 


Error 


206 


The Authorization was declined 
because the customer account 
number was not a valid Transaction 
System customer. 


Error - Invalid pre-approval code 


Decline 


Error 


207 


The Authorization was declined 
because the preapproval number is 
not recognized. 


System Unavailable 


Decline 


Error 


301 


The Authorization was declined due 
to an unrecoverable system error. 


Stand in decline 


Decline 


Decline 


302 


The Authorization was declined 
using stand-in rules. The 
authorization may be approved if it is 
submitted when all back-end systems 
are available. 


Global risk manager fail 1 


Decline 


Decline 


400 


The Authorization was declined. 
Transaction System credit operations 
needs to provide any further 
information. 


Global risk manager fail 2 


Decline 


Decline 


401 


The Authorization was declined. 
Transaction System credit operations 
needs to provide any further 
information. 


Global risk manager fail 3 


Decline 


Decline 


402 


The Authorization was declined. 
Transaction System credit operations 
needs to provide any further 
information. 


Global risk manager fail 4 


Decline 


Decline 


403 


1 nc AUinonzaiion was ueciinca. 
Transaction System credit operations 
needs to provide any further 
information. . 


Original Auth Not Found 


Decline 


Decline 


. 501 


The re-authorization request was 
declined. The original authorization 
could not be found. 


Original Auth Not Matched 


Decline 


Decline 


502 


The re-authorization request was 
declined. The customer account 
number, merchant id, or amount did 
not match the original authorization. 


Reauthorization Exceeds Original 
Amount 


Decline 


Decline 


503 


The re-authorization request was 
declined. The amount significantly 
exceeds the original request amount. 


Reauthorization Timeframes 
Exceeded 


Decline 


Decline 


504 


The re-authorization request was 
declined. The timeframes for re- 
authorization have been exceeded. 


Reauthorization Declined Due to 
Account Status 


Decline 


Decline 


505 


The re-authorization request was 
declined due to the current billing 
system account status. 
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[0064] It is also envisioned that the credit process may be based on the 
customer 10 revolving debt level and the age of the oldest file update at the credit bureau. 
Building revolving balances more quickly tends to move an applicant toward the Iqw credit 
line strategy. In addition, the process is used to assign customers with no credit bureau 
history, customers with no prior delinquency and customers with a prior delinquency to 
different credit groups. . Further, approved customers 10 may also be manually checked 
against telephone directory databases for the validity of tlie name/phone number and address 
combination. Verification failures may result if the errors are serious. 

[0065] Overall, the credit authorization process is similar to the process that 
is engaged in by the bank 12 or the bank decision engine 14, along with the credit bureaus or 
third-party credit system 34. However, as discussed above, the customer 10 does not receive 
a credit card, but instead only receives approval for the transaction. The authorization key is 
held as the private credential by the merchant 20 and the transaction system 26. It is 
envisioned that any means for verifying and correctly identifying the customer 10 may be 
utilized. • ' 

[0066] Fig. 7 illustrates the decision process for determining what 
information should be provided by the customer 10. If the customer 10 has successfiilly used 
the present invention at the merchant 20, minimal information is required for subsequent 
purchases. If the customer 10 has made a transaction before using a merchant's log-in 
sequence, the system may determine and match the bill-to and ship-to addresses. If these 
addresses do not match but the transaction is less than $500, minimal customer information 
may be required. However, if the transaction is greater than $500, the expanded data set of 
information would be required. This similar decision process may be used if the bill-to and 
ship-to addresses are the same. Also important in the process is whether the customer 10 has 
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a chargeback or other non-payment on the account. Such negative file history may result in 
denying the transaction. 

[0067] The present invention is an efficient process, and a typical data 
exchange will involve an encrypted XML message sent over the Internet using SOAP 
protocol over HTTPS. However, for high volimie merchants 20, the present invention may 
also offer frame relay or other high-speed and direct means of communication. Response 
time for new customers 10 is expected to be sub-10 seconds. Existing customer authorization 
is expected to be in the 3 to 5 second range. Of course, these estimates are somewhat 
dependent on the conimunication protocol chosen and whether the merchant 20 operates in 
different modes within the transaction system 26. In addition, authorization messages 
between the transaction system and other systems will preferably adhere to the ISO 8583 
format. The preferred communication technology uses IP protocols over a Virtual Private 
Network (VPN) connection or a direct free relay or other high-speed, direct communication 
method. 

[0068] The prese^nt invention offers considerable functionality. The 
merchant 20 may display commercial banners, may participate in the pre-approval process, 
may offer the present invention payment option to all or targeted customers, may request 
authorizations, submit transactions, maintain customer profiles and resolve purchasing 
disputes directly with the customer 10. the user-accessible interface of the transaction 
system 26 may be a self-service web site allowing the customer 10 to conveniently and 
accurately perform direct account inquiries and maintenance. For example, the customer 10 
may view their current account balance, payment information, and last three months' 
transactions. Further, the customer 10 may update their address and other profile 
information. In addition, a secure e-mail system is available directly from the site to 
customers 10. For communication, the transaction system 26 may use a correspondence 
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operation function to perform customer care for customers 10 who submit inquiries or 
requests via . postal mail. All customer service functions can be performed within a 
correspondence group, and responses to customers may be made via e-mail or postal mail. 
Retrievals, exception payments, returned mail, and microfilm conversion may also be 
provided. All policies covering procedures and letter or e-mail text are developed and 
monitored by the transaction system 26. 

[0069] A voice response system may be used ' to provide a 24-hour 
automated information and service to customers 10 using the telephones. The voice response 
units may provide balance and payment information and may temporarily block an account if 
the customer 10 suspects their account has been compromised. Real-time -live agents may 
also be used. 

[00701 Customer security features may be provided for the detection of 
fraud patterns and to make outbound contacts. Further, such functionality may investigate 
fraud reports. Collections functionality may be provided to handle inbound and outbound 
contacts from delinquent customers 10 and to apply a variety of strategies to collect 
payments. Further, a lending facility may be used to provide and conduct lending and 
receivables funding. 

[0071] Overall, the present invention is a method and system for completing 
a transaction between a customer 10 and a merchant 20 which integrates new customer 
Underwriting and account setup processes into the established credit card transaction 
authorization process. The present invention provides for using the customer data, such as 
the customer's name, address, phone number, date of birth and social security number to 
uniquely identify the customer account using an authorization key. Further, the present 
invention allows for the aggregation of multiple transactions for multiple merchants from the 
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same customer onto one bill, which can be presented to the customer 10 in paper or electronic 
form. 

[0072] Further, the present invention allows for the dynamic presentment of 
this payment option based on the transaction and customer information. The method and 
system provides for distributed authentication, whereby the existing merchant log-in 
credentials are used to authenticate the customer 10 prior to the use of the present invention 
payment option. In addition, the present invention provides for single authorization split 
shipments, where a single authorization is used to approve a basket of goods when the goods 
are delivered in multiple shipments and results in multiple settlement transactions. The 
present method and system reduces the chance of theft and fraudulent use of account numbers 
by replacing the typical credit card account number with a private authorization key. This 
enforces a positive authentication of the customer 10 at the time of transaction initiation. The 
present invention redesigns the standard authorization process into an expanded 
authentication process using an expanded set of customer information. Still further, the 
present method and system provides real-time account status checking and validation. 

[0073] This invention has been described with reference to the preferred 
embodiments. Obvious modifications and alterations will occur to others upon reading and 
understanding the preceding detailed description. It is intended that the invention be 
construed as including all such modifications and alterations. 
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THE INVENTION CLAIMED IS: 

.1. A computer-implemented method for completing a transaction between a 
customer and at least one merchant, comprising the steps of: i 

(a) initiating a transaction by the customer with the merchant; 

(b) communicating an authorization request including customer data and 
transaction specific data from the merchant to a transaction system; 

(c) authenticating the customer by the transaction system; 

(d) authorizing the transaction by the transaction system; 

(e) communicating the authorization response from the transaction system to 
the merchant; and < ^ 

(f) completing the transaction between the merchant and.the customer. 

2. The method of claim 1 , further comprising the steps of: 

establishing ia customer account on the transaction system; and 

.1 

creating a customer-specific authorization key. ' 

3. The method of claim 2, wherein the authorization key is at least partially 
derived from the customer data. 

4. The method of claim 2, wherein the customer is assigned a plurality of 
authorization keys. 

5. The method of claim 2, wherein the customer account number is identical 
to the customer-specific authorization key. 
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6. The method ofclaim 2, further comprising the Steps of: 

establishing a customer accounting database on a third-party accounting 

system; 

establishing a customer account on the customer accounting database; 

communicating at least one of the customer data, the authorization key and the 
transaction specific data from ttie transaction system to the third-party accounting system; 
and 

updating the customer account on the customer accounting database. 

7. The method of claim 2, further comprising the steps of: 
initiating a subsequent transaction by the customer with a merchant; 
communicating an authorization request including the authorization key and 

transaction specific data fi-om the merchant to the transaction system; 

analyzing customer account balance and customer account status; 
authorizing the subsequent transaction by the transaction system; 
conununicating an authorization response from the transaction system to the 

merchant; and 

completing the subsequent transaction between the merchant and the 

customer. 

8. The method of claim 7, further comprising the steps of: 

establishing a customer accounting database on a third-party accounting 

system; 

establishing a customer account on the customer accounting database; 
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communicating the authorization key and transaction specific data from the 
transaction system to the third-party accounting system; and 

updating the customer account on the customer accounting database. , 

9. The method of claim 7, wherein the subsequent transaction involves the 
•same customer and a different merchant. 

10. The method of claim 2, further comprising the steps of: 
initiating a subsequent transaction by the customer with a merchant; 
communicating an authorization request including the customer data and 

transaction specific data from the merchant to the transaction system; 

matching the customer to the customer-specific authorization key based upon 
the customer data; 

analyzing customer account balance and customer account status; 

t 

authorizing the subsequent transaction by the transaction system-; 
communicating an authorization response fi-om the transaction system to the 

merchant; and 

completing the subsequent transaction between the merchant and the 

customer. 

1 1 . The method of claim 10, further comprising the steps of: 

establishing a customer accounting database on a third-party accounting 



system; 



establishing a customer account on the customer accounting database; 
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communicating the authorization key and transaction specific data from the 
transaction system to the third-party accounting system; and 

updating the customer account on the customer accounting database. 

12. The method of claim 10, wherein the subsequent transaction involves the 
same customer and a different merchant. 

13; The method of claim 2, wherein the transaction system includes a credit 
authorization subsystem, and further comprises the steps of; 

communicating at least one of the customer data, the authorization key and the 
transaction specific data to the credit authorization subsystem; and 

determining an authorization response for the customer and the transaction by 
the credit authorization subsystem. 

14, The method of claim 13, further comprising the steps of: 
comrriunicating at least one of the customer data, the authorization key and the 

transaction specific data from the credit authorization subsystem to a third-party credit 
system; 

performing a credit check of the customer by the third-party credit system; and 
communicating an authorization response from the third-party credit system to 
the credit authorization credit subsystem. 

15. The method of claim 14, wherein the authorization response includes a 
customer credit score. 
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16. The method of claim 14, further comprising the steps of: 
communicating at least one of the customer data, the authorization key and the 

transaction specific data fi'om the third-party credit system to a credit bureau; , 
performing a credit check of the customer by the credit bureau; and 
communicating an authorization response from the credit bureau to the third- 
party credit system. 

17. The method of claim 2, further comprising the step of: 

prior to establishing a new customer account, determining whether the 
customer has a pre-existing customer account on the transaction system. . 

18. The method of claim 2, wherein the customer-specific authorization key is 
derived from at least one of the customer name, the customer home address, the customer 
phone number, the customer facsimile number, the customer date of birth, the customer social 
security number, the customer billing address, the customer shipping address, the customer IP 
address, and the customer e-mail address. 

19. The method of claim 2, further comprising the steps of: 

creating a customer-specific file history database on the transaction system; 

for each subsequent transaction, building a customer history for each customer 
account on the customer-specific file history database; and 

for each subsequent transaction, analyzing the customer history on the 
customer-specific file history database. 

20. The method of claim 1 9, further comprising the step of: 
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if the analyzed customer history indicates that the customer meets the set 
criteria for rejection for the transaction, communicating the rejection to the customer. 



2 1 . The method of claim 2, further comprising the steps of: 

generating a customer-specific user identification and password for the 
customer account on the transaction system; and 

communicating the customer-specific user identification and password to the 

customer. 

22. The method of claim 21, wherein the transaction system includes a user 
interface accessible by a user having a valid user identification and password. 

23. The method of claim 22, fiirther comprising the steps of: 

accessing, by the customer, the user interface on the transaction system; and 
presenting to the customer account maintenance options. 

24. The method of claim 23, wherein the customer account maintenance 
options allow the customer to carry out at least one of the following steps: view the account 
status, view a transactional history of the account, settle at least one transaction on the 
accoimt, complete a registration process, initiate a charge back transaction, and view credit 
history. 

25. The method of claim 22, wherein the transaction system retrieves 
customer account data ft-om a third-party accounting system. 
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26. The method of claim 2, wherein the customer account includes at least 
one of name data, address data, credit score data, promotional code data, source merchant 
code data, credit segment data, and terms and conditions version data. , 

27. The method of claim 2, wherein the authorization key is comprised of at 
' least one of alphanumeric characters and symbolic characters. 

28. The method of claim 2, wherein the transaction system is configured to 
carry out at least one of the following steps: post new customer accounts, post monetary 

transactions, post non-monetary transactions and generate customer-specific statements, 

■ . t' ■ 

29. The method of claim 2, further comprising the step of communicating at 
least one of the customer data, the transaction specific data and the authorization key to a 
third-party accounting system; and wherein the third-party accounting system is configured to 
carry out at least one of the following steps: post new customer accounts, -post monetary 
transactions, post non-monetary transactions and generate customer-specific statements. 

30. The method of claim 2, wherein the authorization key is commimicated to 
at least one of the merchant, a third-party payment processor system, a third-party credit 
system and a third-party accounting system. 

3 1 . The method of claim 2, fiirther comprising the steps of: 
initiating a subsequent transaction by the customer with a merchant; 
commxmicating an authorization request including the authorization key and 

transaction specific data fi-om the merchant to the transaction system; 
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analyzing customer account balance and customer account status; 

communicating at least one of the customer data, the authorization key and the 
transaction specific data to the credit authorization subsystem; 

determining an authorization response for the customer and the transaction by 
the credit authorization subsystem; 

authorizing the subsequent transaction by the transaction system; 

conununicating an authorization response from the transaction system to the 

merchant; and 

completing the subsequent transaction between the merchant and the 

customer. 

32. The method of claim 2, further comprising the steps of: 

initiating a subsequent transaction by the customer with a merchant; 

communicating an authorization request including the customer data and 
transaction specific data from the merchant to the transaction system; 

matching the customer to the customer-specific authorization key based upon 
the customer data; 

communicating at least one of the customer data, the authorization key and the 
transaction specific data to the credit authorization subsystem; 

determining an authorization response for the customer and the transaction by 
the credit authorization subsystem; 

analyzing customer account balance and customer account status; 

authorizing the subsequent transaction by the transaction system; 

communicating an authorization response from the transaction system to the 

merchant; and 
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completing the subsequent transaction between the merchant and the 

customer. . 

33. The method of claim 1, further comprising the steps of: 
aggregating at least one transaction in a single statement; and 
transmitting the statement to the customer dn a periodic basis. 

.1* 

34. The method of claim 1, further comprising the steps of: 
communicating an authorization request including customer data and 

transaction specific data from the merchant to a third-party payment processor system; 

communicating the authorization request including customer data and 
transaction specific data from the third-party payment processor system to the transaction 
system; 

communicating the authorization response from the transaction system to the 
third-party payment processor system; and 

communicating the authorization response from the third-party payment 
processor system to the merchant. 

35. The method of claim 1 , further comprising the steps of: 

transmitting a settlement/deposit request by the merchant to the transaction 



system; 



posting a settlement in the transaction system; 

transmitting a settlement record by the transaction system to the merchant; and 
depositing a settlement ainount with the merchant. 
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36. The method of claim 35, further comprising the steps of: 
transmitting a settlement/deposit request by the merchant to a third-party 

payment processor system; 

transmitting the settlement/deposit request by the third-party payment 
processor system to the transaction system; 

transmitting the settlement record by the transaction system to the third-party 
payment processor system; 

depositing the settlement amount with the third-party payment processor 

system; and 

transmitting the settlement record by the third-party payment processor system 
to the merchant. 

37. The method ofclaim 35, further comprising the steps of: 
transmitting the settlement/deposit request to a third-party accounting system; 
posting a settlement in the third-party accounting system; and 
transmitting the settlement record by the third-party accounting system to the 

transaction system. 

38 . The method of claim 1 , wherein the customer initiates the transaction on a 
secured merchant system. 

39. The method ofclaim 38, wherein the secured merchant system is a web 
site requiring a log-in sequence. 
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40. The method of claim 1, wherein the transaction system includes a 
payment processor system for validating the customer data and the transaction specific data 
and arranging this data into a standard format. , 

41. The method of claim 1, wherein, prior to step (d),. the transaction system 
authenticates the merchant. 

42. The method of claim 1, further comprising the steps of: 

completing a transactibn between the customer and the merchant without 
authorization from the transaction system' within a. predetermined period of time; and 
identifying this transaction as "out of compHance." 

43. The method of claim 42, further comprising the step of: 



initiating a chargeback adjustment process for an "out of compliance" 



transaction. 



44. The method of claim 1, further comprising the steps of: 
creating an authorization database on the transaction system; and 

entering the transaction specific data for each authorized transaction on the 
authorization database. 

45. The method of claim 1, wherein the customer data includes at least one of 
the customer name, the customer home address, the customer phone number, the customer 
facsimile number, the customer date of birth, the customer social security number, the 
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customer billing address, the customer shipping address, the customer IP address, and the 
customer e-mail address. 



46. The method of claim 1, wherein the transaction specific data includes at 
least one of the unit description, unit model number, unit quantity, unit price, total price, 
service description, service price and warranty data. 

47. The method of claim 1, further comprising the step of: 

if the authorization response is negative, communicating the rejection to the 

customer. 

48. The method of claim 1, further comprising the step of: 

for each subsequent transaction initiated by the customer, transmitting, to the 
customer, a notification of customer account activity. 

49. An apparatus for completing a transaction between a customer and at least 
one merchant, comprising: 

means for initiating a transaction by the customer with the merchant; 

means for communicating an authorization request including customer data 
and transaction specific data from the merchant to a transaction system; 

means for authenticating the customer by the transaction system; 

means for authorizing the transaction by the transaction system; 

means for communicating the authorization response from the transaction 
system to the merchant; and 

means for completing the transaction between the merchant and the customer. 
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. 50. The apparatus of claim 49, further comprising: 

a customer account on the transaction system; and , 
means for creating a customer-specific authorization key. 

51. The apparatus of claim 50, further' comprising means for analyzing 
customer accoimt balance and customer account status. ' ' 

52. The apparatus of claim 50, further comprising: 

a customer accounting database on a third-party accounting system; 

1 ■ "it'' 

a customer account on the customer accounting database; 

means for communicating at least one of the customer data, the authorization 
key and the transaction specific data from the transaction system to the third-party accounting 
system; and 

means for updating the customer accoxmt on the customer accounting 
database. ' ' \ 

53. The apparatusofclaim 52, further comprising: 

means for matching the customer to the customer-specific authorization key 
based upon the customer data. 

54. The apparatus of claim 50, further comprising: 
a credit authorization subsystem; 

means for communicating the at least one of the customer data, the 
authorization key and the transaction specific data to the credit authorization subsystem; and 



48 



wo 02/063432 PCT/US02/03743 

means for determining an authorization response for the customer and the 
transaction by the credit authorization subsystem. 

55. The apparatus of claim 54, further comprising: . 
a third-party credit system; 

means for communicating at least one of the customer data, the authorization 
key and the transaction specific data from the credit authorization subsystem to the third- 
party credit system; 

means for performing i credit check of the customer by the third-party credit 
system; and ' , 

means for communicating an authorization response from the third-party 
credit system to the credit authorization credit subsystem. 

56. The apparatus of claim 55, further comprising: 

a credit bureau; • ' 

means for communicating at least one of the customer data, the authorization 

key and the transaction specific data by the third-party credit system to the credit bureau; 

means for performing a credit check of the customer by the credit bureau; and 
means for communicating an authorization response by the credit bureau to 

' the third-party credit system. 

57. The apparatus of claim 50, further comprising: 

a customer-specific file history database on the transaction system; 
means for building a customer history for each customer account on the 
customer-specific file history database; and 
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means for analyzing the customer history on the customer-specific file history 

database. 

58. The apparatus of claim 57, further comprising: 

means for communicating a rejection message to the customer. 

59. The apparatus of claim 50, further comprising: 

means for generating a customer-specific user identification and password for 
the customer account on the transaction system; and 

means for communicating the customer-specific user identification and 
password to the customer. 

60. The apparatus of claim 59, further comprising a user interface accessible 
by a user having a valid user identification and password. 

61. The apparatus of claim 60, further comprising: 

means for accessing the user interface on the transaction system; and 
means for presenting to the customer account maintenance options. 

62. The apparatus of claim 50, further comprising a means for communicating 
the authorization key to at least one of the merchant, a third-party payment processor system, 
a third-party credit system and a third-party accounting system. 

63. The apparatus of claim 49, further comprising: 

means for aggregating at least one transaction in a single statement; and 
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means for transmitting the statement to the customer on a periodic basis. 

64. The apparatus of claim 49, further comprising: ^ 
means for communicating an authorization request . including customer data 

and transaction specific data from the merchant to a third-party payment processor system; 

means for communicating the authorization request including customer data 
and transaction specific data from the third-party payment' processor System to the transaction 
system; , 

means for communicating the authorization response from the transaction 
system to the third-party payment processor system; and 

means for communicating the authorization response from the third-party 
payment processor system to the merchant. 

65 . The apparatus of claim 49, further comprising: 

means for transmitting a settlement/deposit request by the merchant to the 
transaction system; 

means for posting a settlement in the transaction system; 

means for transmitting a settlement record by the transaction system to the 

merchant; and 

means for depositing a settlement amount with the merchant. 

66. The apparatus of claim 65, further comprising: 

means for transmitting a settlement/deposit request by the merchant to a third- 
party payment processor system; 
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means for transmitting the settlement/deposit request by the third-party 
payment processor system to the transaction system; 

means for transmitting a settlement record by the transaction system to the 
third-party payment processor system; 

means for depositing a settlement amount with the third-party payment 
processor system; and 

means for transmitting the settlement record by the third-party payment 
processor system to the merchant. 

67. The apparatus of claim 65, further comprising: 

means for transmitting the settlement/deposit request to a third-party 

accounting system; 

means for posting a settlement in the third-party accounting system; and 
means for transmitting a settlement record by the third-party accounting 

system to the transaction system. 



68. The apparatus of claim 49, further comprising a payment processor 
system configured to validate the customer data and the transaction specific data and arrange 
this data into a standard format. 

69. The apparatus of claim 49, further comprising means for authenticating 

the merchant. 
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70. The apparatus of claim 49, further comprising means ifcr initiating a 
chargeback adjustment process for a transaction. 

71. The apparatus of claim 49, further comprising: 

an authorization database on the transaction system; and 
means for entering the transaction specific data for each authorized transaction 
on the authorization database. 

72. The apparatus of dlaim 49, further comprising means for transmitting, to 
the customer, a notification of customer account activity. , 
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BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
[^ADED TEXT OR DRAWING 

^^^LURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

(JtiNES or MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



